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Executive Summary

To stay ahead of novel attacks, cybersecurity professionals are developing new software programs
and systems using machine learning techniques. Neural network architectures improve such
systems, including Intrusion Detection System (IDSs), by implementing anomaly detection, which
differentiates benign packets from malicious packets. For an IDS to best predict anomalies, the
model’s training dataset is typically pre-processed through normalization and feature
selection/reduction. Pre-processing techniques play an important role in training a neural network
to optimize its performance.

In this study, we extend the current research on the importance of data normalization through
developing, training, and testing a Deep Neural Network on CIDDS network data. To this end,
we evaluate the effect of Z-Score and Min-Max normalization on the model’s accuracy, loss, F-
Score, and AUC-ROC. Additionally, an analysis and comparison of the performance of the model
on the NSL-KDD and CIDDS datasets are carried out.
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1. Introduction

Anomaly-based Intrusion Detection System (IDSs) are at the forefront of research due to their
ability to distinguish malignant from benign messages using machine learning and neural
networks.! This provides a security advantage: specifically, the real-time identification of threats
to prevent a system from becoming infected.? As neural networks have emerged as a focal area of
research, the study of their application to security and IDSs has become more widespread.® * These
are particularly important in the context of the Internet of Vehicles (IoV). Figure 1 provides an
overview of the security vulnerabilities as they relate to IoV. In Figure 1, the potential intruders,
also known as threat agents, are mapped onto the layered architecture of the IoV backbone. In
parallel, the four major pillars of IoV security—namely, confidentiality, integrity, physical

availability, and cyber availability—are plotted on the various layers.

Since IDSs seek to prevent threats from interrupting network communications, they have been
proposed to solve security problems for larger network applications, such as the Internet of Things
(IoT). These applications are characterized by having large volumes of continuous data streams
that require rapid processing.® Further, these data may be confidential—a consideration which
mandates the security of network applications. The goal of taming such data presents a myriad of
challenges, which can potentially be mitigated using self-adapting learning models. Deep-
learning-based IDSs offer themselves as a solution to securing large-scale, network-based systems
by predicting existing and novel attacks.®

In order for deep-learning-based IDS to effectively secure these systems, the process in which the
model classifies different messages to be anomalies (or attacks) is important.” Neural networks use
binary or multi-class classification to determine if a data packet is malicious or benign. An IDS
uses a neural network model to identify patterns and deeper characteristics in malicious and benign
data to train in the classification of the different types of data.? ® This pattern recognition
allows IDSs to predict novel malicious data, which otherwise would need to be specifically
identified to prevent it from infecting the system.’ 1 Due to the use of patterns to classify data,
neural networks require the pre-processing of data to properly classify intrusion.!® Pre-
processing of the training model also ensures the optimal usage of in-vehicle resources.

The scales in values may vary across attributes in a dataset, which can skew the influence of some
teatures over others in packet prediction. For example, an attribute with binary values may not
impact the prediction result as much as an attribute with values on the scale of hundreds would.
Normalization modifies the attributes of data to a similar scale to enhance prediction accuracy.!!
Non-numeric attributes must also be reassigned discrete values during this data pre-
processing stage. However, little research has been done to demonstrate the importance of
normalization to the training and usage of neural networks and IDSs.?* This motivates the
analysis of the effects of data normalization within pre-processing for anomaly-based IDSs,
which serves as the problem statement for this research.

MINETA TRANSPORTATION INSTITUTE 2



Figure 1. Vulnerability Surfaces of the Emerging Internet of Vehicles
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2. Related Work

An Artificial Neural Network (ANN) attempts to replicate the human brain and its learning
process using computational units called neurons.!* ANN architecture consists of an input layer,
output layer, and at least one hidden layer. Taher et al.’® implement two ANN models, each with
a different feature selection method. The model with filter selection used 35 features and produced

an 83.68% accuracy; the model with wrapper selection used 17 features and produced a higher
accuracy of 94.02%.

Deep Neural Networks (DNNs) form a subset of ANNs that can recognize complex patterns
because of their ability to process higher-level features (e.g., images) with multiple layers of
abstraction.!® 17 Vigneswaran et al.s proposed DNN with 3 hidden layers and 41 input neurons
outperformed DNNs with other numbers of hidden layers with an accuracy of about 93% and
precision of about 99.7%.18

A Convolutional Neural Network (CNN) is a variation of the ANN-based Multi-Layer
Perceptron.” In contrast to other neural networks, a CNN has preliminary convolutional layers to
process raw data in the form of images and extract intermediate features. Blanco et al. proposed a
CNN model whose convolutional filter had a dimension of 3x3 and a depth of 4 coupled with a
genetic algorithm.?’ This design was chosen to address the layout of features in the raw data and
produced a 94.47% accuracy.

Recurrent Neural Networks (RNNs) reuse information using cyclic connections that intertwine
current input with previous hidden states.”! 22 2 Yin et al. proposed a multi-class classification
RNN with an accuracy of 81.29%.2* Subsequent research utilized Long Short-Term Memory
(LSTM) to improve upon RNNs by replacing neurons with memory cells to improve long-term
dependency.? 2¢ Kim et al. proposed a LSTM-RNN IDS with an accuracy of 96.93% and a
detection rate of 98.88.7
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3. Methods

3.1 Pruning and Normalization Techniques

Results were collected using two validation datasets: KDD_Test+ and a pruned KDD_Test+.
KDD_Test+ is an unaltered validation dataset provided by the NSL-KDD dataset that includes
attacks not included in KDD_Train+ along with a slightly different distribution of attacks as a
percentage of dataset entries. Thus, the pruned KDD_Test+ set eliminates attacks not included in
KDD_Train+. Testing against both validation sets allowed for an analysis of normalization
techniques against known attacks and novel attacks.

Normalization techniques (Z-Score and Min-Max) were applied to the training and validation
datasets prior to passing them to the neural network model. Key values such as mean, standard
deviation, minimum, and maximum were taken per feature column from the training dataset and
applied to the training and validation datasets. “None,” as it appears in Figure 2, indicates that no
normalization techniques were applied.

3.2 Neural Network Architecture Selection and Training

We opt to use a DNN as the base architecture for our approach because of its nature as a simple
model forming complex relationships. DNNs are subsets of ANNs that have multiple hidden
layers and added complexity in connections they may form, making ANNs seem simplistic and
less desirable in comparison.?®  Further, there is a research gap in implementations of DNNs for
IDSs, which motivates the study of DNNs’ potential in the field.

CNNs specialize in artificial vision and image processing, deviating from the goal of IDSs and
data encountered.*® 3 This mismatch in compatibility deters us from selecting a CNN. RNNs and
LSTMs are cyclically connected and are more complex than other neural networks. Their accuracy
tor IDS implementations, however, does not greatly improve compared to the others.3? 33

The DNN model tested consisted of: an input layer of 27 features; two dense, hidden layers of 128
neurons each; and a 1-neuron output layer. The two hidden layers used a ReLu activation function
and the output layer used a sigmoid activation function.

The Adam optimizer was used to adjust weights with a learning rate of 0.0001, which is one-tenth
of the default learning rate in TensorFlow. Reducing the default learning rate allowed for greater
detail when plotting evaluated metrics per epoch, though it came at the cost of computation time.

3.3 Metrics and Testbed

Pre-processing techniques were evaluated based on accuracy, binary cross-entropy loss, AUC-
ROC, True Positives (TPs), True Negatives (IT'Ns), False Positives (FPs), and False Negatives
(FNs) for each epoch on the training dataset (KDD_Train+) and the validation datasets
(KDD_Test+ and KDD_Test+ with attacks not present in KDD_Train+ removed) using
functions built into Tensorflow. A callback function was used to compare both validation sets with
the same trained model.

MINETA TRANSPORTATION INSTITUTE 5



Experimentation was conducted on a PC running Windows 10 and Python 3.7.4 with an AMD
Ryzen 3900X CPU and an Nvidia GTX 1080 GPU. Pruning and normalization techniques were
applied using Pandas v1.0.3. The dataset was imported and the NN model built, trained, and
validated using TensorFlow-GPU v2.1.0.
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4. Results and Performance

4.1 Accuracy

This section compares the performance of the three approaches to normalization according to
metric. For every metric, there is a graph analyzing the performance over 200 epochs of each
normalization technique on the training and validation datasets. Results are recorded for the final
performance metrics when the model is fully trained and we note its performance on the validation

dataset. These metrics are then compared to results yielded from a similar experiment conducted
on the NSL-KDD dataset.

For accuracy, the general trend in Figure 1 is a sharp increase in accuracy and then a stabilization
of the curve. The trendline for no normalization, however, dips at the 75th epoch, indicating an
overfitting of the training dataset. When a plateau is reached, the implication for implementation
is significant additional overhead with little to no increase in accuracy, which is redundant in a
lightweight application such as IoV security.

Figure 2. Comparison of Accuracy in Training and Validation Datasets using
Different Normalization Techniques
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The training of the model resulted in an accuracy of 0.6626 for no normalization, 0.9824 for Z-
Score, and 0.9816 for Min-Max. When tested on the validation dataset, the model produced
similar results; no normalization and Z-Score achieved a minor increase in accuracy, while Min-

Max yielded a slight decrease. The validation accuracy was 0.6681 for no normalization, 0.9833
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tor Z-Score, and 0.9779 for Min-Max. The percentage difference between the training accuracy
and validation accuracy for each metric was below 1%. The model’s performance was
approximately 38% less effective when no normalization was used compared to when the data were
transformed with either Z-Score or Min-Max. The difference in performance between Z-Score
and Min-Max was 0.55%, a value too minimal to conclude which method provides better accuracy.

4.2 Cross-Entropy Loss

For cross-entropy loss, the overall pattern for Z-Score and Min-Max (see Figure 2) shows a sharp
decrease in loss and then a stabilization of the curve beginning by or before the 25th epoch. The
graph for no normalization differs from these two: loss remains stable at approximately 0.8 before
a spike after the 75th epoch, where the curve stabilizes.

Figure 3. Comparison of Loss in Training and Validation Datasets using
Different Normalization Techniques
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The training of the model produced a final loss value of 0.966 for no normalization, 0.0487 for Z-
Score, and 0.0483 for Min-Max. On the validation dataset, no normalization and Z-Score
decreased in loss while Min-Max showed an increase. The validation loss was 0.9411 for no
normalization, 0.0462 for Z-Score, and 0.0577 for Min-Max. The percentage difference between
the loss in training and in validation was 2.6% for no normalization, 5.27% for Z-Score, and 17.7%
tor Min-Max. The model performed significantly worse when no normalization was used
compared to when either Z-Score or Min-Max was used in pre-processing the data. Z-Score
outperformed Min-Max by 22.1%, demonstrating an advantage to using Z-Score.
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4.3 F-Score

The general trend in Figure 3 illustrates a sharp increase in F-Score and then a stabilization of the
curve by or before the 25th epoch for both Min-Max and Z-Score. The trendline for no
normalization deviates from these results: there is a spike in F-Score followed by a levelling of the
curve, and then a sharp dip at the 75th epoch.

Figure 4. Comparison of F-score in Training and Validation Datasets using
Different Normalization Techniques
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When tested on the training dataset, the model resulted in an F-Score of 0.6615 for no
normalization, 0.9824 for Z-Score, and 0.9814 for Min-Max. For the validation dataset, the model
behaved similarly. No normalization saw a slight increase and Z-Score showed a minor decrease,
while Min-Max remained identical. The validation F-Score was 0.6646 for no normalization,
0.9796 for Z-Score, and 0.9814 for Min-Max. For each metric, the percentage difference between
the training F-Score and validation F-Score stayed below 1%. The model was 38.4% less effective
when using no normalization on the datasets instead of Min-Max or Z-Score. The percentage
difference of the performance of Z-Score and Min-Max was 0.18%, a value too minute to support
any conclusion regarding which method is more advantageous.

4.4 Area Under the ROC Curve

The overall trend for AUC-ROC shown in Figure 4 is a swift increase followed by a levelling out
of the curve before the 25th epoch. For no normalization, the trendline follows a pattern similar
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to its accuracy curve; the graph drops quickly at the 75th epoch, which can be attributed to
overfitting.

Figure 5. Comparison of AUC-ROC in Training and Validation Datasets using
Different Normalization Techniques
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The training of the model yielded an AUC-ROC of 0.873 for no normalization and 0.9994 for
both Z-Score and Min-Max. On the validation dataset, the model achieved very similar
performance, with no normalization slightly increasing in AUC-ROC. The validation AUC-
ROC was 0.8763 for no normalization, 0.9994 for Z-Score, and 0.9992 for Min-Max. For all
metrics, the difference in training and validation AUC-ROC was less than 1%. When no
normalization was performed on the dataset, the model’s performance was 13.5%, less effective
than if Z-Score or Min-Max had been used to pre-process the data. Z-Score and Min-Max
produced almost identical results for AUC-ROC, so the results are inconclusive on which method
outperformed the other.

4.5 Limitations of the Specific DNN Architecture

The studied model utilizes a lightweight layered architecture, in view of the resource-constrained
nature of the IoV systems. Further studies are needed on the expansion of additional hidden layers
and their added overhead in terms of memory and processing requirements.
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5.Summary & Conclusions

Normalization and other pre-processing techniques applied to the data used for training an IDS
are important for optimizing the performance metrics. We propose a DNN using 27 input features
for binary classification trained using the NSL-KDD dataset. As expected, the experimentation
on the pruned dataset outperforms the experimentation on the complete dataset across most
metrics. Our proposed model determines for the complete dataset that Z-Score normalization, as
well as Min-Max normalization to a lesser degree, improves the performance of the proposed IDS
compared to no normalization. Our results demonstrate that Z-Score improves on no
normalization by 4.46% for accuracy, 2.04% for loss, 4.70% for F-Score, and 23.64% for AUC-
ROC. Min-Max normalization presents similar improvements with a 1.99% increase in accuracy,
1.00% decrease in loss, 0.32% increase in F-Score, and 23.65% increase in AUC-ROC.
Implementing Z-Score normalization as a pre-processing step can improve the performance of
DNN-based IDSs. Such pre-processing of the training model adds little to no overhead on the in-
vehicle implementation of such a model, justifying the use of such pre-processing techniques. The
study also highlights the optimal number of epochs for the training, after which little gain in
accuracy is observed.
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